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Abstract—Recently, research in handwritten signature
verification has been considered with renewed intest. In fact,

in the age of e-society, handwritten signature stitepresents an
extraordinary means for personal verification and the

possibility of using automatic signature verificaton in a range
of applications is becoming a reality. This paper dcuses on
some of the most remarkable aspects the field andghlights

some recent research directions. A list of selectqaublications

is also provided for interested researchers.
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l. INTRODUCTION

The recent years have been characterized by thérgro
interest toward personal identity authenticatidong with
the spreading of the internet and the increasedaddnfor
security issues. Biometrics is an important fididttallows
personal identity authentication through the anslysf
personal characteristics. Two types of biometrieans can
be considered: Physiological biometrics, which Iues data
derived from the direct measurement of some parthef
human body; Behavioural biometrics, which invohaeta
derived from an action taken by a person. Examples
physiological biometrics include fingerprint-, face
palmprint-, retina-based verification. Example$ehavioral
biometrics are speech-, keystroke dynamics- andatige-
based verification [1].

Among the others, handwritten signature is onehef t
most widespread means for personal authenticatiomll
developed countries, people learn to affix the afgre in
the early age and practiced over a period of ye&rs.
handwritten signature is a very personal patterat th
originates from a complex generation process iringlthe
instantiation of an action plan stored in the brainthe
signer and its execution by his/her body (arm, harsing
suitable writing devices (pen, pencil, paper, 4&.3, 4].

Therefore, it is not surprising that signature gsial is
an extremely complex problem that involves aspeifts
diverse disciplines. Four comprehensive surveys riggzort
the progress in the field of automatic signaturdfigation
respectively up to 1989, 1993, 2000 and 2008, pdea
comprehensive overview of the efforts done in teisearch
area[5, 6, 7, 72].

The aim of this paper is to highlight some of thesm
relevant issues at the frontier of research in fiakl of
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automatic signature verification. Throughout thpgrasome
of the most promising directions of research wil fointed
out and discussed.

The organization of the paper is the following. tRec?2
presents some aspects related to signature agmuisind
with the use of new acquisition devices. Some efdtucial
questions about signature modelling and representatre
discussed in Section 3. The verification strategae
illustrated in Section 4. Section 5 introduce thabfem of the
assessment of signature verification systems. Soross-
cultural and health issues are presented in SegtiSection 7
briefly introduces some inquiries concerning segugrivacy
and regulatory matters. Section 8 reports the csiah of the

paper

Il.  SIGNATURE ACQUISITION AND NEW DEVICES

Along with the increasing interest in signature
verification, there is the need to use a varigateofdevices
for signature acquisition. In addition to standatdctronic
tablets and scanners for dynamic and static sigmatu
acquisition, new devices have been used. Thisicése of
D. Wang et al. [8], that recently proposed — fonaiyic
signature verification - a compact pen-type foreaser able
to detect 3-D forces between the pen tip and tpemp&reat
interest is also devoted to camera-based signatgpaisition.
Following the work of Munich and Perona [9], moeeently
D. Maramatsu et al [10] and S. Shirato et al. firbposed a
camera-based dynamic signature verification systerd
verified the effect of camera position on accuradie
motivation of this approach originated from the sideration
that today webcams are inexpensive and widesprigad.
addition, when webcams are used for online sigeatur
acquisition, the user can sign naturally sinceheetsan write
using a normal pen instead of a special electrgman.
Furthermore, the need to use signature verificaimtems in
daily activities has lead several researchersvesiigate the
use of signature verification for mobile deviceésce PDAs
and smartphones are increasingly pervasive in aily d
lives [12, 13, 14]. Of course, signature verificati on
mobile devices raises specific issues that do pptyain
other scenarios. In particular, mobile devices haveery
small pen input area and generally provide poorpsiaign
frequency. In addition, the input device capturedyo
position information and the signer has to useuahccreen



instead of paper and a stylus instead of an ordipan [15,
16]. In this context,, the effects of constraints signature
characteristics has been the object of specifieareh [17,
18]. This is also the case for various administetiorms
that generally use a line or box for the signagpace. In
this case, some results show that as the availséee
increases, signature length augments as well dertigéh of
ascenders and discenders. Conversely, as theldeaslzace
for signature apposition decreases, “mixed” angliztd”

periods, while there are other features that change
significantly with time, as a function of signereaff7, 28,
29]. Of course, signature variability is affectecorm by
fluctuations of the parameters associated with destral
neural coding than the peripheral parameters taftpdhe
timing properties of the muscular system activabgdthe
action plan [30]. In signature analysis, signattwenplexity
is thought to be a predictor for the ease or diffic with
which a forger can simulate a signature. A firsemipt to

signatures become less complex whereas no sigmificaestimate signature complexity was performed by Brand
complexity changes can be registered for “text-fase Plamondon [31], that developed an imitation diffigu

signatures. Concerning dynamic features, some eo@e
demonstrated that no significant difference existsveen

coefficient, based on movement dynamics, to esénla
difficulty that a simulator would have in produciran

constrained and unconstrained signatures in terms @cceptable forgery. More recently, Found and Rof&2$
pressure. On the contrary, velocity decreases &s ttproposed a complexity theory, which is based on the
available space is reduced. Other typical anomailies theoretical relationship between the complexityfesdtures

constrained signatures are hesitation marks ank tdc
fluency. Of course, it is worth noting that, as thenber of
input devices increases, signature capture willobex

of the handwriting process and the number of camzded
strokes, the likelihood of two writers having idieat
handwriting characteristics, and the ease or diffficwith

feasible in many everyday environments, and autemat which an image is simulated. Vincent at al. [33¢dighe

signature verification will be used

applications.

lll.  SIGNATURE MODELLING AND REPRESENTATION

in even more fractals dimension as an estimator of handwritiognlexity.

A client-entropy measure was also proposed, basddMiV
local density estimation, to group signatures itegaries
depending on signature complexity and variabilgg, [35].

In addition, it is worth mentionning that, deperglion the

Signature modelling and representation is fundaahent signature model, features can be derived at theablor the

research area in the field of signature verifigatilm fact, a
handwritten signature is the result of a complercess
originating in the signer's brain as a motor contiaction
plan”, executed through the neuromuscular systedrefhon
the writing surface by a handwriting device. In ge,
several computational models can be considereégoribhe
how the central nervous system generates and ¢orbre

local level. The global features reflect the hdatist
characteristics of the signature action plan, &eddcal ones
highlight some very specific and personal pattémshe
instantiation of this plan. Guru and Prakash [ZfJresented
online signatures by interval-valued symbolic feasu They
used parameter-based features derived by a globblsés of
signatures and achieved the best verification tesuhen a

kinematics of human movements. Among these, a verwriter-dependent threshold was adopted for distiased

general model underlying the signature generationgss is
the Sigma-Lognormal model, that considers the \glaxf

the pen tip as the result of an action of the newszular
system, described by a vectorial summation of |lograd
primitives [19, 20, 21].

Of course, the problem of signature modelling irresl
also aspects like signature stability and compfe8tgnature
stability can be estimated directly or indirectly.

Direct approaches estimate signature stability fréme
signature signal. On-line signature stability candstimated
directly using DTW that allows to derive a locahlstity
function [22, 23]. When the analysis of local slibis used
to measure short-term modifications—which dependhen
psychological condition of the writer and on theiting
conditions—it can be used to select among the sudxtet of
reference signatures [24] and the most effectivatufe
functions for verification purposes [25] while piding
useful information to weight the verification deois
obtained at the stroke level [26]. Indirect applascestimate
the stability of a set of common features usedsfgnature
representation and modelling. These approaches staoxen
that there is a set of features that remains stae long

classification. Of course, the use of a universalpplied
feature set is not effective for signature verifima, since
signatures from different writers generally contaery few
common characteristics. The knowledge that an iddal's
signature is unique has led many researchers telepecial
attention to the selection of the personal featumesre
effective for signature verification [37]. Genetdgorithms
have been used for parameter selection [38], ansbine
cases the feature set was personalised by assigniifigrent
weight to each feature [39], as well as selectirgg dptimal
prototype function [40]. Sometimes, the most valeab
function feature for verification is selected farch signature
segment based on the specific characteristicsapfsggment.
For instance, information on the local stabilitysobignature
can be derived from different representation dosjand can
be used for selecting the best function featurg [41

In the field of signature modelling, Hidden Markov
Models (HMM) based on Left-to-Right topologies were
found to be very effective, since they are adaptatol
personal variability [42]. Moreover, many researshkave
been recently attracted by new signature repretemta
approaches based on graphical models. Wang ¢43]l.



used a graph representation for on-line signatardication
in which nodes and edges describe respectivelyaioert
properties at sample points and relationship batvpeeénts.
Piekarczyk [44] used a hierarchical random grapldehéor
off-line signature recognition. Information abobhetshapes
of specimen signature is presented in the formlahguage

So far the cognitive and connexionist approachlysnge
on neural networks have not been extensively eagd|oas
well as the use of swarm intelligent and biomimétgpired
methodologies.

Whatever technique is adopted, the need to improve
verification performance has led researchers t@stigate

based on random graphs and stochastic grammarsh whimulti-expert strategies for combining sets of ver# based

makes it possible to take into consideration sigrat
variability. Lv et al. [45] used a probabilistic agrical
model able to capture the variations and dependefce
signature landmark points for off-line signatureifieation.
Also the use of pseudo-dynamic features for sigeatu
verification is a field of growing attention. Pseudynamic
features can be derived from microscopic inspestifithe
writing trace, as in the case forensic documenimixers.
Conversely, in the field of the image processinggyulo-
dynamic features mainly concerns with grey-levedlgsis
to infer pressure information of the underlying timg
process. High pressure points/low pressure poiats e
selected as those signature pixels which have tpres
upper/lower suitable thresholds [46].

IV. VERIFICATION STRATEGIES

In the recent literature, signature verificatiorpaaches
can be classified in two categories: writer-depehdand
writer-independent [47]. When writer-dependent apphes
are used, a specialized classifier is traineddchenriter. The
writer-independent approach uses a single clasdiie all
writers, which is trained using genuine and forgpdcimens
of the entire population of individuals considefedtraining.
The writer-independent approach is generally camei
superior to the writer-dependent approach, sineevititer-
independent system can be trained from previouslgaed
specimens of other individuals.

Concerning matching technique, both distance-based
model-based verification techniques have been deresil.
When function features are used, Dynamic Time Warpi
(DTW) has been used extensively used with fundéatures
and several data reduction techniques have beg@osed to
reduce the computational load [7]. Also edit-dis&s [43]
have been recently considered for signature cosgoari
When parameter features are used, Support Vectohiktzs

on global and local verification approaches [49, Sbe use
of handwritten signatures within multi-modal biomet
systems is also a promising field of research.akbt, fmulti-
modal biometrics addresses the problem of non-usaligy,
and is expected to achieve better performance ttemuni-
modal approaches, that are generally not consideteduate
for large-scale security applications, no matterictvh
biometric trait is used. In this direction of resdma new
operative scenarios using so-called spoken sigemtare
evaluated, in which user authentication is based aon
combined acquisition of on-line pen and speechasigithat
are recorded simultaneously simply asking the tsartter
what she/he is writing. User authentication by swok
signatures improves the results in comparison dfeei
modalities (handwritten signature and speech) asae. In
addition, it presents no extra costs in terms afuesition
time, as both modalities are recorded simultangdsdl]. Li
[52] combine signatures and utterance of pronoumzades
to authenticate a person. Unlike typical signattgefication
methods, the dynamic feature of signatures areucsgphtas
sounds in his work

V. ASSESSMENT OFSIGNATURE VERIFICATION SYSTEMS

In the recent years the use of the Receiver Operati
Characteristic (ROC) curve, that plots the FRRRAR, has
been extensively adopted for the assessment ohtsign
verification performance. The Area Under the CuAeC)
of the ROC estimates system performance by usisiggie
value, since the AUC provides the probability thihe
classifier will rank a randomly chosen positive gtarhigher
than a randomly chosen negative sample [53]. Hewsetvis
worth noting that performance evaluation still rémsaa very
critical task. In particular, FAR evaluation is faifilt and
generally imprecise, since the existence of skiftadjeries
for a given signature is not certain, nor is thegiuility of
collecting good quality forgery samples for thet.tels
addition, Liwiki et al. [54] observed that it is ¢essary to

(SVM) are another effective approach for signatur€jefine a common terminology for signature forgesase

verification, since they can map input vectors tdigher
dimensional space, in which clusters may be detexthby a
maximal separation hyper-plane. In particular Vargh al.
[46] use the pseudo-cepstral coefficients of gregles

researchers from the pattern recognition communisg
different names for the same forgery type and somestthe
same name for different types of forgeries. Mosbantant
discrepances can also be registered with respedhedo

histogram along with a Least Squares Support Vectofrminology used by forensic handwriting experts.tt now,

Machines for signature classification. Gruber ef48] use
SVM for online signature verification and demontgtsatheir
effectiveness depending on the kernel functionidensd. In
particular they showed that SVM based on longesinaon
subsequences (SVM- LCSS) are superior with respect
SVM based on other kernel functions.

specific efforts have been made to develop botlthraark
databases for the comparative assessment of thmeaapps
proposed in the literature, as those reported fm {&, 55].
Synthetic signature generation was also considfmedoth
evaluating system performance and improving thelarant
procedure [56, 57]. The synthetic sample generatproach



uses well-defined transformations to generate syiath
samples from the real ones of a given individudistortion-
based techniques using elastic matching procedbgsand
variability estimation [56] have been considered fhis
purpose. The synthetic individual generation apgiiaaeates

process. For this reason, a set of metadata, sop®talled
“soft biometrics”, has been also considered. Mdtadae
related to various aspects of a writer's backgrowth as
nationality, script language, age, gender, handenetc.
Some metadata can be estimated by statisticalllyzng

a model of the signature produced by a populatibn ohuman handwriting, which means that it is possibladapt

individuals and generate a new synthetic indivisubly
sampling the model. In this field, models basedspactral
analysis [56] and delta-lognormal parameters [Zkjehbeen
considered. Moreover, significant advancements yistesn
benckmarking and performance evaluation has beapas
through international competitions for on-line aaoff-line
signature verification systems, such as: SVC 2084, [

BioSecure Signature Evaluation Campaign 2009 [60]Investigation of the human mechanisms

signature verification algorithms to a particularetadata
context in order to improve verification performarié4, 65].
Analysis of the individual characteristics of hamifing
remains an interesting research area, and shoulohrgrass
not only the features produced by people with ndérma
abilities, but also those generated by people dighbilities
and illnesses that constrain their handwriting itid.
involved

SigComp 2009 [61], 4NSigComp2010 [62], SigComp2011handwriting production is therefore deserving otajer

[63]. It is worth noting that competitions allowsearchers
and practitioners to systematically evaluate thdopmance
of signature verification systems also with respedifferent
operating environment. For instance,

attention, as well as studies on the feature defect
techniques and signature modelling methods thatlym®
the best possible description of the personal ciaratics

in the Sigeatu involved in signing. Techniques for analysing sigme

Evaluation Campaign of 2009 (BSEC'2009) [60], twocomplexity and stability can offer new insightsanthe

different databases were considered, each corgaidata
from the same individuals that were acquired bygiizing
tablet and a PDA, in order to measure the impaet wibbile
device on the performance of signature verificagatems.
Finally, Liwiki et al. [54] observed the current stgms
provide the verification result as a Boolean valiat is a
kind of classification that is not useful for fosno
application. Forensic handwriting examiners needale
can be attached to the comparison
handwriting, for

selection of the most useful signature fragmentsfaatures
for various kinds of applications, and also to éett
understand time-based variations in signing [6%, 6

VIl. SECURITY, PRIVACY AND REGULATORY ISSUES

Data security and privacy are crucial issues to be

addressed for assuring a successful deploymerngjioditsire

results of theerification systems in real life applications. Astter of
the competing propositions of thethe fact, feature transformation approaches andndiidc

handwriting coming from either the same or différen cryptosystems have been considered. More receatly,

writers.

VI. CROSSCULTURAL AND HEALTH ISSUES

general hybrid approach is proposed for ensuring th
protection to biometric templates, that has beegplieg to
on-line signatures. The feature transformation mdrthe
protection scheme relies on

Of course, although the general model underlying thBackground Models (UBMs), whereas the cryptosystem

sighature generation process is invariant in tesmsultural
habits and language differences among signergrnbamous
diversity in the signatures of people from diffdrenuntries
has suggested the development of specifically desdig
solutions.

For instance, Western-style signatures generalhysisb of

signs that could form concatenated text combineth wi

pictorial strokes. In some countries, the habibisign with a
readable written name whereas in other countrigisasires
are not always legible. Many more differences can
expected when considering signatures written bylesfoom
non-Western countries. To address these differespesific
approaches have been proposed in the literatur€lorese
and Japanese signatures, which can consist of endept
symbols, and for Arabic and Persian signatureschviaire
cursive sketches that are usually independenteopéson’s
name. In general, as the need for cross-cultunalicapions
increases, it is becoming more and more importaavaluate

part is given by a user-adaptive version of thezyuz
commitment cryptographic protocol [68]. Eskanderak
presented a bio-cryptography system that constitetzy
Vaults based on Extended Shadow Codes featuresctedr
from off-line signature images [69].

Legal and regulatory aspects of personal verificaby
handwritten signature are also very important. Sigant
results have been achieved recently, since govertsnaand
institutions have demonstrated a growing awarersagss

b attention to this important field. As matter of fasome

regulatory aspects have been defined and introd{iced
71].

VIIl. CONCLUSIONS

Handwritten signature is an extraordinary produtt o
human beings and, in the era of the internet, séver
questions on signature treatment for verificatiamsastill

both the extent to which personal background affectremain open [72]. This paper has tried to pointsmorhe of

signature characteristics and the accuracy of éniication

the most remarkable issues of recent researcleifidid of

the use of Universal



automatic signature verification

and suggested

directions of investigation.
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